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Abstract— In modern multi-tenant data centers, each tenant
desires reassuring dependability from the virtualized network
fabric – bandwidth guarantee with work conservation, bounded tail
latency and resilient reachability. However, the slow convergence
of prior works under network dynamics and uncertainties can
hardly provide the dependability for tenants. Further, state-of-
the-art load balance schemes are guarantee-agnostic and bring
great risks on breaking bandwidth guarantee, which is over-
looked in prior works. In this paper, we propose vFab, a depend-
able virtualized fabric framework which can (1) quickly detect
network failure in data plane, (2) explicitly select proper paths for
all flows, and (3) converge to ideal bandwidth allocation at sub-
millisecond. The core idea of vFab is to leverage the program-
mable data plane to build a fusion of an active edge (e.g., NIC)
and an informative core (e.g., switch), where the core sends link
status and tenant information to the edge via telemetry to help
the latter make a timely and accurate decision on path selection
and traffic admission. We fully implement vFab with commodity
SmartNICs and programmable switches. Extensive evaluations
show that vFab can keep bandwidth guarantee with high band-
width utilization, low and bounded latency, and resilient reach-
ability under various network scenarios with limited overhead.
Application-level experiments show that vFab can improve QPS
by 2.4× and cut tail latency by 10× compared to the alternatives.
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performance guarantee.
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I. INTRODUCTION

IN MODERN multi-tenant data centers, virtual machines
(VMs) of a tenant are expected to be logically intercon-

nected by a virtualized fabric (VF) as if in a dedicated cluster,
even though all tenants share the same physical network. It is
important to ensure the dependability of VFs – bandwidth
guarantee with work conservation, bounded tail latency and
resilient reachability. While many solutions have been pro-
posed to improve the performance of multi-tenant DCNs (see
Table I), they are not competent to provide a dependable VF
for two reasons.

Firstly, the convergence speed (> tens of milliseconds) of
prior works fails to catch up with the increasingly rigorous
performance demand from today’s applications. Multiple fac-
tors drive this trend. First, resource pooling is an inevitable
trend in data centers, which has strict resource access dead-
lines [2], [3], [4], [5]. For instance, the I/O latency of the
enhanced SSD, which is the highest performance level disk
in Elastic Block Storage, requires 200μs on average and
1ms at tails [6]. Second, distributed computation requires
instantaneously available bandwidth every time the parame-
ter/activation transfer starts, especially for AI inference, which
typically involves multiple transfers and needs to respond to
online queries within 10ms [7], [8]. Finally, the control plane
(e.g., BGP, SDN) can only handle certain types of failures (e.g.,
link down) but gray failures (e.g., random packet drops [9],
[10]), and its recovery time would vary from seconds to
minutes [11], [12], [13]. Long periods of loss of reachability
can crash TCP throughput [14]. Hence, handling network
dynamics and uncertainties rapidly, i.e., at sub-millisecond
timescales, is critical to meet the dependability requirements of
applications.

Secondly, bandwidth guarantee could be easily broken by
guarantee-agnostic load balancing schemes. Existing solu-
tions [15], [16], [17], [18] providing bandwidth guarantee
with work conservation mostly abstract the network fabric
as an aggregated pipe between source and destination, and
assume that specific path selections are done with orthogonal
load balancing schemes, e.g., selecting a random path [19] or
the least-utilized path [20], [21], [22]. However, due to work
conservation, utilization and bandwidth subscription in a link
are not equivalent, i.e., flows with low bandwidth guarantees
may create high loads in a path (§ II-B), or vice versa.
Note that guaranteeing the minimum bandwidth demands is
mandatory, but providing extra capacity is a bonus. Hence,
subscription-aware path selection is important to provide a
dependable VF.
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TABLE I

RELATED SYSTEMS. (∗THE WORK CANNOT ISOLATE NETWORK PERFORMANCE; †THE WORK RESERVE BANDWIDTH OR USE NETWORK CALCULUS)

Fundamentally, we find that to make a VF converge more
rapidly and select path more accurately, fine-grained network
status, e.g., link health, bandwidth subscription, queuing size,
and utilization, is the key clue. However, due to prior works’
inability to obtain fine-grained network status, they have to
suffer from heuristic rate control and utilization-oriented load
balancing. Fortunately, the emerging programmable switches
and NICs are bringing possibilities to obtain real-time and
precise network information, opening up new opportunities to
build a dedicated dependable VF framework.

In this paper, we propose vFab, a framework which pro-
vides a strongly dependable VF service to data center tenants.
By leveraging programmable switches and NICs in mod-
ern data centers, vFab simultaneously provides bandwidth
guarantee with work conservation, bounded tail latency and
resilient reachability in an end-to-end way. Specifically, vFab
builds a fusion of an informative core (e.g., switches) and
an active edge (e.g., NICs). In the core, each switch sends
critical information, e.g., link status and active bandwidth
subscription, back to the edge via telemetry. With the real-
time feedback from the core, the edge can achieve the expected
network performance via rapid and accurate path selection and
rate control. The informative data plane enables rapid detection
and mitigation of performance degradation.

There are three challenges to realizing vFab. First, since
data center traffic mix changes swiftly, it is necessary to
quickly provision bandwidth once a tenant has traffic demand,
while it is more efficient to allow other tenants to share the
reserved but unused bandwidth. Second, data center traffic is
bursty in nature, e.g., incast, which requires the distributed
framework to cooperatively admit traffic across hosts to avoid
traffic interference among tenants at short timescales. Third,
detecting path quality and migrating path are not easy, which
may result in a prolonged convergence process and traffic
oscillation.

vFab addresses these challenges with three innovations:
(i) Hierarchical bandwidth allocation. First, the edge selects

a path for each flow to keep that the active bandwidth
subscription, i.e., the total minimum bandwidth demands of
tenants that pass through the path, does not exceed the path
capacity. Thus, the minimum bandwidth can be guaranteed
for all tenants by proportional sharing. Then, the edge swiftly

and accurately adjusts sending rate to make the link utilization
converge to the target. Our theoretical analysis suggests that
vFab can achieve both strict bandwidth guarantee and high
network utilization (§ III-C);

(ii) Two-stage and window-based traffic admission. In order
to avoid queuing in switch, each edge uses a window updated
by real-time link utilization, i.e., utilization-based window,
to limit a tenant’s inflight traffic on a path. Across hosts,
vFab controls each tenant’s total burst up to their bandwidth
demand and additively increases their sending windows until
utilization-based windows ramp down, and starts to use the lat-
ter. Thus, vFab can bound the queuing size on bottleneck link
to three times of BDP (Bandwidth-Delay Product) (§ III-D);

(iii) Failure detection and path migration. The edge makes
a timely and accurate judgment on available bandwidth and
reachability on a path with a single probe. vFab designs a link
failure self-detection mechanism (§ III-E) in the core. Once
a link failure occurs (including gray failures), the upstream
switch will detect it in time, and rebound the probe to notify
the failure. Hence, the edge can swiftly select a proper path
to migrate to for maintaining end-to-end performance without
a lengthy convergence process or impacting other innocent
tenants. vFab’s path migration can also avoid oscillations and
packet re-ordering (§ III-F).

We implement vFab in commodity SmartNICs and pro-
grammable switches. Experiments show that vFab can keep
VF dependable under various network conditions, even under
failures. Compared to the alternatives, vFab reduces the mini-
mum bandwidth violation from >40% to nearly 0%, improves
application-level QPS by 2.4×, and reduces 10× tail latency.
Also, vFab converges 183× faster than the alternatives.
Meanwhile, vFab can support tens of thousands of VM-pairs
with < 20% extra hardware resources and < 1.28% probing
bandwidth overhead. NS3 simulations verify that vFab can
keep sub-millisecond convergence speed under real workload
in large-scale topology (512 servers).

II. BACKGROUND AND MOTIVATION

A. Why Is Ensuring VF Dependability Hard?

In today’s multi-tenant DCNs, ensuring VF dependability
faces practical challenges for three reasons.
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Fig. 1. Network uncertainties from a global cloud provider.

First, the traffic bursts in DCNs shared by uncooper-
ative tenants are changing more and more dramatically,
which requires ensuring VF dependability for tenants even at
short timescales. Although the cloud provider typically over-
provisions the bandwidth capacity, it cannot efficiently isolate
network resources among tenants to accommodate the appli-
cations’ increasingly sensitive demands at short timescales.
For example, Figure 1b shows the round-trip time (RTT) of a
tenant’s traffic from a large cloud provider over one month and
hourly-averaged network utilization in that cluster. While the
hourly-averaged network utilization is below 10% (Figure 1a),
the tenant observes a periodic bandwidth decline and up to
50× latency inflation in 99.9th percentile (P999) than the
median, due to the traffic interference from another tenant (not
shown) running a routine data analysis.

Second, although DCN fabric provides many equivalent
paths for end-to-end transmission, load imbalance among
multi-paths and congestion often occur. Figure 1c shows the
port throughput of all 24 upstream links from an Aggregation
switch. These upstream links are connected to different Core
switches and therefore equivalent in transferring data from the
current Pod to other Pods. However, the load of these links
converges to 6 different levels. Link 22 ∼ 24 bears 10× larger
load than link 1 ∼ 6. Since ECMP is the de-facto mechanism
for balancing load, the root cause is that both ToR switches and
Aggregation switches use the same type of switch chip, which
causes hash polarization [41]. Load imbalance will lead to low
network utilization and VF bandwidth demands that cannot be
guaranteed.

Third, DCNs are faced with various and prevalent network
failures that are time-consuming to repair, making it necessary
for the dependable VF to provide resilient reachability. Fail-
stop failures, e.g., link/device down, cause transient routing
black holes that last for seconds or minutes for the control
plane to converge again. Furthermore, gray failures, e.g.,
random packet drops [9], [10], resort to the management plane
to mitigate [42], [43], which is even slower. Figure 1d shows
the network repair time over all incident tickets (> 200) for
network failures amassed over the last two years in the same
cloud provider, 86% of which are reachability issues caused
by packet loss. With a median time-to-repair of 10 minutes,
this is much slower than the requirement of dependable VF,
e.g., recovering at sub-millisecond.

B. State-of-the-Art Solutions Cannot Help Out

While there is a gap between production-deployed solu-
tions and state-of-the-art ones, we argue that they all use

Fig. 2. RTT under various incast degrees. (Case-1).

heuristic evolution based on limited network information.
This root cause determines that prior solutions (and their
combinations) cannot accurately and efficiently converge to the
desired network state of tenants. For example, PicNIC [17],
the state-of-the-art scheme designed for predictable virtualized
NIC, provides guaranteed performance at edges, but cannot
address fabric congestion; Seawall [35], a representative of
runtime network-wide bandwidth allocation schemes, uses
weighted congestion control (WCC) algorithms to share net-
work bandwidth proportionally but converges slowly (tens of
milliseconds). WCC is widely deployed in typical bandwidth
allocation schemes [15], [16], [35], [44], which makes them
all fail to react to sub-millisecond-level traffic bursts. As a
representative of per-flowlet load balancing, Clove [22] takes a
step forward in path selection based on explicit path utilization,
but still cannot provide a bandwidth guarantee due to the
lack of tenant-level demand information. These drawbacks
can significantly impact the dependability of VF performance.
Next, we use experiments to illustrate this point.

Experiment settings : Our testbed has link capacity of
10Gbps, with the maximum base RTT (baseRTT ) of 24μs.
Like existing work [15], [16], [45], we set the target band-
width utilization as 95%. Since we mainly focus on network
resources, we only compare to PicNIC’s components for
bandwidth envelope, i.e., weighted fair queues and receiver-
driven CC, and we call it PicNIC′. This is similar to EyeQ [16].
We choose Swift [46], a latency-based CC recently proposed
for DCN, as the basis of WCC, due to its excellent low
latency. Clove [22] is deployed as the load balance mechanism,
which balances traffic at the flowlet granularity and uses path
utilization as the path selection metric.

Case-1: Greedy rate evolution may cause unbounded
latency. We use an “incast” scenario to show that the com-
bination of prior solutions (PicNIC′ +WCC+Clove, PWC)
cannot guarantee bounded latency. N flows belonging to dif-
ferent VFs have the same destination host, and their minimum
bandwidth demands are all 500Mbps. They start to transmit
traffic at the same time. N increase from 2 to 14, and Figure 2
shows the distribution of RTT under different incast degrees.
The tail latency is positively associated with the incast degree.
The root cause is that existing congestion control heuristi-
cally evolves sending rate to achieve full network utilization.
Therefore, more active flows in the network would exaggerate
the upper bound of the burst and finally lead to unbounded
queuing latency.

Case-2: Slow convergence may break bandwidth guar-
antee. In Figure 3a, F1 is a long flow, and F2 periodically
generates a 10MB message. Since F1 fully utilizes the
capacity when F2 is absent (for work conservation), and
F2 has to fetch its bandwidth back each time by competing
for the bandwidth. Figure 3b shows that F1 and F2 cannot
proportionally share bandwidth of the bottleneck link only
with PicNIC′, while converging quickly due to the limitation
of the maximum sending windows. Combining with WCC
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Fig. 3. Impractical assumption (b) or slow convergence (c) cannot consistently guarantee bandwidth demands. (Case-2).

Fig. 4. Path migrations for utilization-oriented load balance may break bandwidth guarantees. (Case-3).

mitigates this, but it still converges slowly. Figure 3c shows
that F2 finishes before it converges to its guarantee demand
(7Gbps). This case demonstrates that the prior work cannot
always guarantee bandwidth under work conservation, due to
their impractical assumption (Figure 3b) or slow convergence
(Figure 3c). In the following comparisons, we omit PicNIC′
and compare only with PicNIC′+WCC+Clove.

Case-3: Guarantee-agnostic load balance may
break bandwidth guarantee. As shown in Figure 4a,
F1, F2, F3 are initially allocated to different paths and
achieve the desired bandwidth. At this point, the bandwidth
subscription of Path P1 − 3 is 90%, 80% and 40%,
respectively, while their utilization is 80%, 90% and 100%,
respectively. Note that utilization is essentially different from
subscription, due to insufficient traffic demand (F1) or work
conservation (F2 and F3). At 100ms, F4 enters into the
network. Since path P1 has the lowest utilization, F4 is
assigned to P1. But it causes the bandwidth dissatisfaction
of F1. With the recommended flowlet gap (200μs) in Clove,
F1 and F4 remain in P1, with non-guaranteed bandwidth.
This result shows that the existing guarantee-agnostic load
balance mechanism cannot perceive the breaking of bandwidth
guarantee.

Furthermore, to force Clove functional in this case,
we decrease the flowlet gap to 36μs (1.5×baseRTT ), so a
slight queuing would trigger path migration. In this case,
as shown in Figure 4(c), F4 never gets desired bandwidth.
When F4 competes with F1 on P1, it finds out P2 has the
lowest utilization and switches to P2. However, once F4 is
assigned to P2, both F2 and F4 cannot obtain the desired
bandwidth. Then F4 will try to move back to P1 again (since
P1 has the lowest utilization now). F4 migrates paths under
the false guidance, leading to network oscillations, and the
cascading effect breaks bandwidth guarantees of other VFs
(VF1 and VF2). It shows that a straightforward combination
of existing solutions fails to provide bandwidth guarantee
with work conservation, because path utilization cannot reflect
the essential bandwidth contention, i.e., total subscription of
minimum bandwidth demand on a path.

C. Our Proposal: Informative Data Plane

In the traditional network architecture, typically, the edge
(end-hosts) works independently with the network core

(switches), causing that prior work commonly treats the core
as a pipe with little direct feedback, either assuming an ideal
core or leveraging heuristics to infer the network status.

Fundamentally, this issue can be solved if the network
core can provide explicit information. With the help of
commodity programmable switches and NICs, abundant in-
network information, which is previously inaccessible, now
can be conveniently calculated, stored, and transmitted. The
informative data plane can allow the edge to make timely
decisions on data transmissions without going through the
time-consuming and inaccurate heuristics. For instance, if the
core directly tells the edge that a link is experiencing gray
failure, the latter can immediately (RTT-level time) reroute to
a failure-free path via source routing, without requiring time-
consuming route re-convergence in control plane.

This paper’s core mission is to explore how to improve
the VF dependability via collaboration between an informative
core and an active edge. This direction looks promising – for
instance, Figure 2, Figure 3d, and Figure 4d show that vFab’s
behaviors are close to ideal, in terms of both convergence
speed and quality.

III. DESIGN

This section presents the core design of vFab that builds a
dependability framework on top of an informative data plane.

A. Design Goals and Assumptions

Service model. We abstract a VF using the Hose Model – a
full-bisection fabric without internal capacity bottlenecks,
where each VM in the VF should be able to send and receive
with a minimum bandwidth pre-agreed with the tenant at
any time. However, the traffic pattern within the VF, e.g.,
many-to-one or one-to-many, determines the bandwidth for an
individual VM-to-VM pair. As the construction of hose model
is a well-studied area [18], [32], [40], we choose the idea of
Guarantee Partitioning (GP) proposed by ElasticSwitch [15],
which dynamically assigns the VM-pair bandwidth guarantees
based on the hose model and real-time traffic patterns. Hence,
we focus on the VM-pair bandwidth guarantees given by
ElasticSwitch in this paper.

Design goals. vFab has the following design goals:
(i) Bandwidth guarantee with work conservation. A VF

quickly provisions the minimum bandwidth for each VM-pair
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that has sufficient traffic demand, while it also allows each
VM-pair to swiftly go beyond the minimum bandwidth to
fully utilize network resources if other VM-pairs do not have
sufficient traffic demands;

(ii) Bounded tail latency. A VF bounds the end-to-end
network latency for each VM-pair under bursty traffic;

(iii) Resilient reachability. A VF quickly restores reach-
ability for each VM-pair, if failures occur in the underlay
networks.

To make vFab as practical and deployable as possible, we
also have some critical assumptions and non-assumptions:

Assumptions: (i) vFab operates on the DCN which is
constructed by the commodity programmable switches, e.g.,
Barefoot Tofino and Broadcom Trident-4; (ii) Similar to prior
work [15], [34], [44], vFab assumes that VMs have been
placed by other virtual cluster allocation algorithms, e.g.,
Oktopus [32], so there are theoretically feasible solutions to
satisfy the minimum bandwidth demands for all VFs even in
the worst case.

Non-assumptions: (i) vFab does not assume a failure-free
or congestion-free network core and DCN topology can either
have over-subscription or not; (ii) vFab does not assume a
perfect control plane or load balancing — the control plane can
react slowly during failures and be agnostic to gray failures,
and the load balancing can have hot spots due to reasons
like hash polarization or hash collision; (iii) vFab does not
assume any traffic patterns from the tenants. There can be
unpredictable on-off traffic bursts, incasts, or long persistent
flows with occasional microbursts. (iv) vFab does not assume
a switch to have a large number of priority queues. Since
queues are scarce resources and used for different purposes,
vFab only needs a single queue.

B. System Overview

In this part, we first identify the necessary and sufficient
telemetry data from the network core for VF dependability,
and then illustrate the architecture and workflow of vFab.

Critical telemetry data. Through our deliberate analysis
and evaluation, we summarize the critical telemetry data
below.

(i) Link health. It provides explicit information about link
failures, including gray failures, helping the edge to migrate
to a failure-free path in time, i.e., resilient reachability.

(ii) Link capacity. It explicitly guides path selection and rate
control, since the capacity of switches may be different.

(iii) Queuing size. It reports the current queue status in
switch ports. Edge can timely reduce sending rate to control
queuing latency when observing a queue is building up.

(iv) TX rate. It reflects the output rate of the switch
port. Combined with queuing size, edge can perceive the
gap between actual link load and link capacity, allowing
to accurately adjust rate to quickly converge to the target
utilization, i.e., work conservation.

(v) Total bandwidth subscription. It is the sum of the min-
imum bandwidth demands of all active VFs passing through
the link, guiding edge to determine whether a path can satisfy
its minimum bandwidth demand.

(vi) Total sending window. It represents the sum of the traffic
admission windows of all active VFs passing through the link,
which acts as a reference for weighted fair sharing.

Architecture. Figure 5 shows that vFab installs edge
agents (vFab-E) and core agents (vFab-C) into the DCN

Fig. 5. The overview of vFab’s system architecture.

Fig. 6. The overall workflow of vFab.

edge and the DCN core, respectively. The two types of agents
work collaboratively via periodic probe and the corresponding
response, e.g., prob from Host1 and resp from Host3. vFab
ended up with two isolated VFs for two tenants, i.e., A and
B, A1 is a VM of A.

At edge, vFab-E aggregates one tenant’s application flows
from one VM to another into a moderate number of under-
lay network (directional) paths through tunneling or source
routing. Source vFab-E inserts local VF information, i.e.,
minimum bandwidth demand and sending window, into the
probe. Along the forwarding path, the vFab-C put the aggre-
gated VF information, i.e., total bandwidth subscription and
total sending window, and link information, i.e., link capacity,
queue size, TX rate, and link health (immediately responsing if
any failure) into the probe via INT. Destination vFab-E returns
all information piggybacked in the probe with a response,
together with its local VF information.

Workflow. As shown in Figure 6, each vFab-E sends
probes on the paths it uses (Step 1©). After the probe reaches
a vFab-C, the vFab-C first reads the piggybacked VF infor-
mation and aggregates it with the internal VF information
(Step 2©), then inserts the updated result into the probe
(Step 3©). Depending on whether the outgoing link is expe-
riencing failures or not, it will decide whether send back the
probe response (Step 4©) or forward to the next hop (Step 5©).
When the response sent by destination vFab-E or vFab-C
gets back (Step 6©), source vFab-E will decide whether to
simply adjust the sending rate based on the information in the
response (Step 7©) or migrate path if the current path is not
qualified anymore (Step 8©).

C. Bandwidth Allocation

vFab combines the manners of distributed and dynamic
bandwidth allocation and advanced congestion control to
achieve strong bandwidth guarantee and work conservation.

Guaranteeing minimum bandwidth. We define φa→b as
the bandwidth token allocated by ElasticSwitch for VM-pair
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a→ b 1 and Bu as the minimum bandwidth a unit token can
give to a VM-pair. Hence, the minimum bandwidth a → b
can get is Ba→b = Bu × φa→b. The sender vFab-E needs
to choose a path and control sending rate to satisfy Ba→b for
VM-pair a→ b.

The strategy vFab takes is to share bandwidth proportion-
ally to the bandwidth tokens of the VM-pairs. When multiple
VM-pairs’ underlay paths go through a link l with target
bandwidth capacity Cl ,2 they should share the link capacity
proportionally to their bandwidth tokens. However, since a
sender does not know about other senders coexisting on l, it
needs information feedback from l to know its proportional
share. Thus we have:

rl
a→b =

φa→b

Φl
× Cl (1)

where Φl is the total token of all active VM-pairs on l, which is
reported by the vFab-C with vFab-E’s probe responds. Then,
ra→b = minl∈pa→b

{rl
a→b}, where pa→b is the path VM-pair

a → b uses. ra→b gives a lower bound of bandwidth that
VM-pair a→ b can get from pa→b.

We choose the proportional sharing strategy because it
provides an essential feature to make a quick judgment of
path quality and avoid harmful impacts to innocent VFs.
Specifically, if Cl ≥ Φl × Bu, all VM pairs can be satisfied
(ra→b ≥ Bu × φa→b). Otherwise, none of the VM pairs can
achieve its minimum bandwidth. Therefore, if the sender a
predicts that Cl < (Φl+φa→b)×Bu after VM pair a→ b joins
in the link l, it will avoid using this path, because otherwise
all existing VFs on l could be unsatisfied.

Work conservation. It is safe but not efficient if all
senders’ sending rates are up to ra→b, because some senders
might not always have data to send, i.e., insufficient traffic
demands. For work conservation, senders should use ra→b as
a lower bound, and it can go beyond that. We define Ra→b

as the upper bound of bandwidth that VM-pair a → b can
have. Suppose link l’s actual TX rate txl is lower than the
target capacity Cl. In that case, all senders can scale up their
sending rate. Thus the sending rate in Eqn (1) is replaced by:

Rl
a→b = min{φa→b

Φl
×Rl × Cl

txl
, Cl} (2)

where Rl =
∑

∀a→b∈Pl
Rl

a→b is also reported by vFab-C
in probe responses. In Eqn (2), Cl

txl
can precisely measure

the gap between the actual and the target link utilizations.
By reporting the centralized view (Φl and txl) to the edge,
a core link guides the senders to scale up (e.g., switching
from bandwidth guarantee to work conservation) or down (e.g.,
switching from work conservation to bandwidth guarantee) to
approach the target utilization. Similarly, we have Ra→b =
minl∈pa→b

{Rl
a→b}.

D. Traffic Admission

Avoiding queuing in the core : Eqn (2) only considers
bandwidth convergence, but short-term traffic bursts can hap-
pen and cause latency spikes in transient. To control the queu-
ing latency in the core, we advocate the window-based flow
control, which are widely used in TCP and RDMA [45], [47].

1§ III-G discusses how to distribute VM’s tokens among VM-pairs.
2Cl = ηC′

l . C′
l is l’s physical bandwidth capacity and we pick η = 0.95.

Then, we modify Eqn (2) to the following:

wl
a→b = min{φa→b

Φl
×Wl × Cl × Ta→b

txl × Ta→b + ql
, Cl × Ta→b}

(3)

where Ta→b is the baseRTT between a and b without queu-
ing; ql is the real time queue size of l; Wl =

∑
∀a→b∈pl

wl
a→b

is the total sending window of all active VM-pairs traversing
link l. Then, wa→b = minl∈pa→b

{wl
a→b} is the sending

window size of VM-pair a → b. Eqn (3) controls the total
inflight traffic and reduces the sending windows when the
queue of link l is building up. Essentially, vFab converges
to weighted fairness rapidly while maintaining close-to-zero
queuing latency with the information of Φl and Wl from
the core. The theoretical analysis on vFab’s fairness and
utilization convergence is in Appendix A.

Bounding the worst-case latency : While wa→b allows
immediate use of network capacity if the window permits, it
cannot handle transient congestion during synchronized bursts
(e.g. incast). Especially, when the link keeps being under-
utilized, it is quite possible that wa→b = Cl × Ta→b which
means any VM pair with a single token can use the full
capacity. Then, if multiple VM pairs have traffic demands
simultaneously, the total inflight traffic and worst-case latency
are still unbounded.

Our strategy is two-stage traffic admission, allowing tenants
to ramp up to its minimum bandwidth demand quickly and a
little slower to converge to work conservation. This is because
tenants pay for its bandwidth demand, but the extra capacity
is a “bonus”, and doing this can provide a strict bound to the
inflight traffic and so as the end-to-end latency.

Scenario-1 : For a new VM-pair just joining a path, it uses
w′

a→b = φa→b × Bu × Ta→b as bootstrap sending window.
It then performs additive increasing by w′

a→b ← w′
a→b +

φa→b

Φl
× Cl × Ta→b per RTT until w′

a→b is larger than the
wa→b from Eqn (3) and then start to use wa→b.

Scenario-2 : For an existing VM-pair on a path but with
actual traffic demand lower than ra→b, it first uses w′

a→b =
ra→b×Ta→b and then follows the same increasing procedure
as in Scenario-1. Because on a qualified path, Cl ≥ Bu ×Φl,
Scenario-2 creates the same or more load (utilization) than
Scenario-1.

For a link l, in the worst case, all VM pairs want to send
traffic simultaneously (in Scenario-2) and increase one BDP
per RTT. Our theoretical analysis (in Appendix A) suggests
senders take 2 RTTs to learn the load created by the incast
from the core and start to reduce its sending rate, the maximum
inflight bytes is bounded by 3×BDP :∑
∀a→b∈Pl

rl
a→bTa→b +

∑
∀a→b∈Pl

φa→b

Φl
ClTa→b + txlTmax

< 3ClTmax (4)

where Tmax is the maximum baseRTT (diameter) of the
DCN.

Summarizing bandwidth demands in vFab-C : While
txl, ql, and Cl are straightforward to obtain by program-
mable switches [45], Φl and Wl are essential summaries of
bandwidth demands submitted from the edge and computed
in the core. Maintaining the runtime Φl and Wl on the
switch is nontrivial. It requires the switch to know when a
VM-pair is active or inactive, which is almost impossible to
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be directly recognized by switch. Rather than entangle the
switch processing logic, we maintain necessary status on the
edge. First, the probe of VM-pair a→ b takes its current φa→b

and wl
a→b, so that each switch reads them when the probe

bypasses the switch. A switch maintains two registers for Φl

and Wl. It uses a Bloom filter to check whether a VM-pair’s
φa→b and wl

a→b have been seen. If not, it will add φa→b and
wl

a→b to the two registers and record the VM-pair in the Bloom
filter. A VM-pair will explicitly tells all switches via a finish
probe when it becomes inactive: either it is idle for a while or
leaves the current path. Thus, the switches along the path can
adjust Φl and Wl in the Bloom filter. The VM-pair will not
stop sending the finish probe until it gets the acknowledgments
from all switches in the probe response. vFab-C also handles
silent quits (§IV-B).

The occasional false positive of Bloom filter has limited
impacts. If a false positive happens, a VM-pair will be omitted
such that Φl and Wl will be smaller than the truth. While
it will increase ra→b a little bit, it does not influence the
proportional sharing and work conservation. A larger ra→b

means the VM-pair has an enormous burst at first, and some
VM-pairs will choose a path that indeed has no resource
to serve the bandwidth demand. But the small headroom
of the link capacity (5% in our implementation) and the
path migration due to bandwidth dissatisfaction will digest
these cases. Also, vFab-C is open to leverage other advanced
streaming algorithms, such as timing Bloom filter [48].

E. Failure Detection

Device failures are common in DCNs, including fail-stop
failures and gray failures [9], [10]. It takes seconds to minutes
for the control plane to bypass the faulted devices [12], [13],
and even the data plane’s solutions will take milliseconds [23],
[24], [25]. During the recovery period, the bandwidth demands
of the affected VM pairs cannot be guaranteed, and packet loss
can lead to a spike in latency. Worse, blindly rerouting within
the network will break the stable state of other paths and cause
traffic oscillations. For example, after rerouting, the capacity
of the new path cannot meet the total bandwidth demands,
leading to further path migration (§III-F). In order to quickly
recover the reachability and smartly select a good enough path,
we follow the idea that vFab-C is responsible for quickly
detecting failures and notifying vFab-E, which is responsible
for path migration.

Although the programmable data plane provides the capa-
bilities to access the packet losses [42], achieving fast failure
detection in the data plane is extremely challenging. Firstly,
the causes of failures are complex and varied, and there are
even unknown types of failures. Thus, deploying loss counters
case by case to detect failures is inefficient and incomplete.
Secondly, if we detect packet losses independent of their
causes, i.e., count the difference between the total number of
forwarded packets at both ends of a link, like LossRadar [49],
non-fault packet loss (e.g. congestive loss, ACL discard) will
give us the wrong indication. So, the ability of vFab-C to
fully cover the fault packet loss is the key to achieving resilient
reachability.

Placing meters : vFab-C leverages the cooperation of
two connected switches to achieve fast and accurate failure
detection for both fail-stop and gray failures. Figure 7a shows
how vFab-C places the meters to cover a link between two
switches. vFab-C deploys two arrays of meters: 1) Upstream

Fig. 7. vFab-C’s failure detection. Placing meters to cover the entire network
excluding non-fault losses.

meters (UM) are placed at the beginning of the egress pipeline
in the upstream switch; 2) Downstream meters (DM) are
placed at the end of the ingress pipeline in the downstream
switch. Each meter array contains one meter that counts
the number of packets that pass through it. Obviously, the
difference between UM and DM is the number of packets lost
on this link, because the Shared Buffer is not covered, and
therefore packets lost due to congestion are not counted.

In addition, each meter array has some meters to count
the number of non-fault lost packets in pipeline (e.g., TTL
expiration or ACL rules), because they should be ignored when
determining whether a failure has occurred. Finally, vFab-C
covers the full range of packet loss due to failure that occurred
within the segment between UM and DM, ranging from faulty
physical components (e.g., dirty cable, link flapping) to control
plane oscillation (e.g., L3 lookup miss due to BGP oscillation).

We use an example to show how to compute the packet loss
rate. There are 100 packets passed through the UM and went
out (i.e., the UM will be [100, 0]), and 8 of them were lost
on the physical link and 2 of them were lost because of the
ACL rules in the ingress pipeline of the downstream switch.
The DM will be [90, 2]. By comparing the UM and DM, the
packet loss rate of the link should be 8% rather than 10%.

Figure 7b shows the network-wide deployment of the failure
detection mechanism. Every link is covered by one pair of UM
and DM. Note that although we do not draw in Figure 7b, there
is also traffic from S2 to S1, so actually we also need an UM
at S2’s output port connected to S1, and a DM at S1’s input
port connected to S2. In fact, we need two pairs of UM and
DM for each bidirectional link.

Comparing the UM and DM : As shown in Figure 7a,
Monitor module in the upstream switch will send out an
echo-request to the output link. The echo-request piggybacks
both UM and DM via telemetry [50], [51]. Then, it will be
bounced back as an echo-reply at the downstream switch.
Upstream Monitor processes the echo-reply, and computes the
packet loss rate. Missing echo-reply can be used to detect
the output link’s malfunction (i.e., 100% loss rate). Finally,
Monitor marks the output link as a failure if the loss rate
is beyond a predefined threshold (e.g. 5%) for a sufficiently
long time. When a probe sent by vFab-E will pass over the
faulted output link, we immediately bounce it back with a fault
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flag within the data plane. § IV-B describes the workflow in
detail.

Batch synchronization : To make a correct comparison, the
UM and DM need to count the same batch of packets. It looks
like we need a precise time-synchronization protocol, but in
fact, we just need to reset the meters after the echo-request
packet reads its data. Because the two directly connected ports
do not have packet disorder, the sequence of data packets and
echo-request packets is same at the UM and DM, and the echo-
request packet can provide the build-in batch synchronization.
Indeed, the loss of echo-request packets will break the batch
synchronization, but this can be avoided. We configure Active
Queue Management [52] to avoid dropping them when buffer
is very congested. If they encounter a fault loss, Monitor will
not receive a reply and consider these is a failure.

Recovery detection : After manual or automatic repairs,
we still use meters to test whether the port is healthy. To this
end, Monitor periodically sends a batch of test packets that
will pass through the UM and DM. An echo-request packet
is also used to collect the meters. Finally, Monitor marks
the output link as healthy if the packet loss rate is below a
predefined threshold for a long time. vFab-E can learn this
through path probe.

F. Path Migration

While vFab-C is able to report the quality of path, vFab-E
needs to avoid the side-effect caused by path migration.

Triggers of path migration : In vFab there are three
major reasons for path migrations: (i) Avoiding failures to
restore reachability; (ii) Satisfying minimum performance
requirements when the current path becomes incapable; and
(iii) Obtaining more resources from idle paths for network-
wide work conservation. We have different strategies for them
to enhance the overall stability of the network, due to their
descending emergency. (i) has the highest priority, and it is
executed right after failures are discovered; (ii) should be done
quickly with cautious – in order to avoid unnecessary disturbs
to the network, a VM-pair should monitor for a sufficiently
long time (5 RTTs in our implementation) to ensure that
the current path is consistently violating minimum bandwidth
guarantee; and (iii) should be performed even less frequently –
a VM-pair should observe a persistently better path for a long
duration (30 seconds in our implementation) before migrating.

Path selection : When a VM-pair initially joins in or begins
a path migration, vFab-E sends multiple probes to different
paths in parallel to bootstrap or to start a migration. It marks all
paths which can serve with minimum bandwidth guarantees,
i.e., Cl ≥ (Φl+φa→b)×Bu on all links, as “qualified”. Among
all qualified paths, it selects one randomly with a preference
to the path with minimum bandwidth subscription. For the
migration trigger (iii), only the “qualified” path with the largest
Ra→b, is considered.

Avoiding oscillations : The synchronization may cause
oscillation in the edge: a congested path is given up by
all the VM-pairs on it, which becomes idle later, while all
the VM-pairs have high probability to select the idle path
together, making it congested soon. If the minimum bandwidth
guarantee is violated, vFab-E only allows one path migration
in a randomly picked freeze window within [1, N ] RTTs on
each host. Hence, a vFab-E agent waits for at least one RTT to
see the load change after the last migration, which is essential
to the convergence as pointed by [53] and our evaluation.

Avoiding reordering : Though not all tenants will require
to prevent packet reordering during path migrations, vFab still
offers an option to do that. If this option is enabled, vFab-E
will only probe without sending data in the first RTT on the
new path, allowing the packets on the old path to be cleared.

G. Discussions

Explicit bandwidth allocation : vFab obtains network state
and VF demands from the core and calculates bandwidth
allocation at the edge. An alternative division of labor
is that the core explicitly maintains a base rate, and the
edge allocates bandwidth by multiplying the base rate by its
bandwidth token, e.g., weighted RCP [54]. While it is helpful
for weighted bandwidth sharing, it fails to find a proper path
for a VF. Also, it is challenging for today’s commodity pro-
grammable switches to support such complicated arithmetic
operations.

Bandwidth token assignment : vFab is open to any band-
width tokens assignment algorithms that dynamically assigns
VM’s tokens to VM-pairs. For concreteness, vFab adopts the
idea of GP in ElasticSwitch [15]. vFab partitions a VM’s token
among its remote peers, and the unused tokens contributed
by bounded VM-pairs, i.e., traffic demand is insufficient, are
reassigned to unbounded ones. We use a per-VM-pair rate
meter to estimate demand. While the algorithm is not novel,
Appendix B describes it in detail for completeness.

The number of underlay paths : The traditional path man-
agement in DCN spreads the flows into numerous underlay
paths, while vFab only assigns a small number of underlay
paths (even a single path in the majority of this paper) for a
VM-pair. Obviously, vFab’s way has smoother traffic and is
more manageable. Also, vFab is responsive to capacity issues,
because its underlay paths are dynamic to protect performance.
In high bisection DCNs, vFab can even use a single dynamic
path for each VM-pair, while it indeed needs more paths in
oversubscribed DCNs to utilize more end-to-end bandwidth.
Appendix C shows how vFab scales to multiple underlay
paths.

IV. IMPLEMENTATION

We fully implement vFab with SmartNICs and program-
mable switches. We have two versions for the active edge:
one is on ARM-based SoC SmartNICs (Broadcom Stingray
PS225), and the other is on FPGA-based SmartNICs (Xilinx
Alevo U200). The SoC version can fully support any transport
stack and application software transparently, while the FPGA
version is used to evaluate vFab’s complexity, efficiency, and
performance running in hardware.3 The SoC smart NIC con-
sists of eight 3.0 GHz embedded processors, 16 GB DRAM,
and PCIe Gen3× 8 interface. It runs CentOS 7 OS and uses
DPDK 17.11.4 at bare-metal mode for inline packet processing
for a 10G port. The FPGA smart NIC provides line-rate packet
processing for a 100G port. It has a 64 GB onboard DRAM
and a PCIe Gen3 × 16 interface. The implementation has
8000+ lines of C++ code in the SoC version and 18000+
lines of Verilog code in the FPGA version.

In the informative core, we implement vFab-C in a Tofino
programmable switch with 32× 100G ports. It has a CPU of
four 2.2 GHz cores, 16 GB DRAM, and a PCIe Gen2×4 bus.

3The FPGA version has not transparently supported socket-based applica-
tions yet due to engineering reasons.
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Fig. 8. vFab-E on FPGA-based SmartNIC.

The implementation uses about 3400 lines of P4 code and
3600 lines of python configurations in the control plane.

A. vFab-E at SmartNICs

The following descriptions focus on the FPGA-based imple-
mentation. There is a slight difference that vFab-E in FPGA
supports Verbs interface [55] with DMA, while we use DPDK
in SoC to transparently support socket-based transports.

Figure 8 shows the vFab-E’s overview to leverage sev-
eral modules to perform traffic admission and path selec-
tion. Packet Scheduler maintains queues for each VM-pair to
limit the inflight traffic and avoid head-of-line(HoL) blocking.
VM-pair queues belonging to the same VF are grouped
together as a weighted VF queue. All VF queues connect to
a WFQ engine to enforce the weighted fair-sharing across
tenants at the sender side. Thus, Packet Scheduler runs a
hierarchical traffic admission by both VM-pairs’ sending
window and tenant-level WFQ. Context Tables maintain the
states for active VM-pairs. Most of these states are used to
construct the packet headers, while some are used to record
the path quality and status, such as reachability, bandwidth
token, sending window, and latency bound. Path Monitor
maintains the reachable paths discovered by the existing route
discovery component, e.g. source routing (SR) controller, and
continuously monitors the path quality and performs path
migration.

vFab-E workflow : For each new VM-pair, the software
first configures the VM-pair states into Context Tables and
obtains an initial path from Path Monitor towards the destina-
tion. Packet path is enforced by SR, which includes output port
ID of each hop [31]. The software then follows the standard
Verbs APIs to exchange packets and descriptors with vFab-E
via DMA. Packet Scheduler first uses WFQ engine to schedule
a next VF to send. It then scans through all VM-pairs in this
VF in a round-robin manner to schedule a VM-pair permitted
by the VM-pair’s sending window. Similarly, it sends one
packet from the application flows belonging to the scheduled
VM-pair in a round-robin manner. Next, the corresponding
TX descriptor is passed to TX pipe to fetch the actual packet
via DMA to emit. On receiving a packet, RX pipe directly
delivers the packet to the main memory via DMA without
software involvement. Path Monitor will send probe in two
cases, one is to periodically monitor the paths in use, the
other is to detect other paths for path migration. Consecutive
network dependability violations or drops of probes will
trigger path migration. Since the end-to-end latency is bounded

Fig. 9. vFab-C on P4 programmable switch.

(4 baseRTT s), we detect probe loss by timeout beyond 8
baseRTT s.

Scalable probing scheme : An intuitive probing scheme
is a probing loop: sending next probe right after receiving
the previous response. But it causes the probing overhead
to increase linearly as the number of VM-pairs increases.
Instead, vFab sends probes only when a VM-pair has traffic
demand. Specifically, after receiving the previous response,
the VM-pair sends the next probe only after transmitting a
predefined amount (Lw) of traffic (e.g., 5× MTU). In the
worst-case where many VM-pairs send traffic simultaneously,
the probe overhead is at most Lp

Lp+Lw
of the bandwidth, where

Lp (Lp � Lw) is the size of the probe packet. In practice,
this scalable scheme still retains a good track of information
in the core.

Scaling to a large number of VFs : Building a hierarchical
WFQ engine for massive VFs is very resource consuming:
1) each weighted queue requires an independent block RAM
unit; 2) scheduling multiple queues requires the implementa-
tion of the N-channel multiplexer, whose cost grows super-
linearly. To this end, we constrain the WFQ engine to use
only 8 weighted queues (colored queues in Figure 8) with
distinct levels of weights for VFs to select. Different VFs
in the same weighted queue are scheduled in round-robin.
This implementation provides the same weighted scheduling
results. Using constraint weights slightly limits the perfor-
mance differentiability but greatly improves the scalability and
cost-efficiency. We believe it is a good trade-off in practice.

Resource usage : The prototype of vFab-E on FPGA
supports 8K VM-pairs and 1K tenants, using only less than
10% of the resources (e.g. Registers, LUTs, Block RAM, etc.).

B. vFab-C at Programmable Switches

Figure 9 shows the system structure of the informative core
implemented on a P4 programmable switch.

Telemetry : As described in § III-B, vFab-C reads the VF’s
demand (wl

a→b and φa→b) from the probes and writes the link
status (txl, ql, and Cl) and demand summaries (Wl and Φl)
back to the probes. In a DCN with a maximum of 5 hops, the
total size of the telemetry data is less than 100 bytes, which
has low overhead. Appendix D shows a specific format of
probe/response packet.

Information summary : To recognize active VM-pairs for
computing Φl and Wl, vFab-C adopts a Bloom filter with
four memory banks running in parallel. With a 4-way hashing
Bloom filter of 15 KB, vFab-C supports a moderate of 20K
distinct VM-pairs with less than 5% false positives, while
those false positives have limited impacts as presented above.
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Fig. 10. Workflow of failure detection.

TABLE II

RESOURCE CONSUMPTION OF vFab-C PROTOTYPE ON INTEL BAREFOOT

TOFINO. (vFab-C-: vFab-C WITHOUT THE FAILURE DETECTION)

Handling silently inactive VM-pairs : vFab requires each
VM-pair to explicitly notify its activity to switches, while
a VM-pair may become inactive silently due to unexpected
behaviors. This causes Φl and Wl to be larger than expected.
To this end, vFab-C periodically (10 seconds in our imple-
mentation) cleans inactive items, i.e., no probe is received in
the last period, in the Bloom filter and decreases Φl and Wl.

Failure detection : UM (and DM) consists of three meters,
so UM’s size is 24 bytes. The first meter counts the data
packets traversing it. The second meter counts the lost packets
due to TTL expiration. The third meter counts the lost packets
due to ACL rules. Monitor is responsible for comparing UM
and DM, and Bouncer in the egress pipeline is responsible for
bouncing the probe if it is a failure.

Figure 10 shows the workflow of the failure detection
mechanism. 1© In every 100 μs, Monitor in S1’s ingress
pipeline sends out an echo-request packet to the egress pipeline
in the same port, using the packet generation engine in Tofino
ASICs [56], [57]. The format of the echo-request packet is
similar to the LLDP protocol, and we add the INT header to
store the value of meters. 2© Monitor in S2’s ingress pipeline
detects the echo-request packet, and modifies it as echo-reply,
and sends it to S1. 3© Monitor in S1 handles the echo-reply
packet. If the loss rate is bigger than 5%, it shares the failure
information to the egress pipeline. 4© The probe from a port
is routed to the output port. 5© Bouncer bounces back the
probe as a response if it is a failure. To do this, we use
the clone egress to egress or clone_e2e primitive provided
by programmable switching ASICs [58], [59]. Note that the
response packets use IP-based routing, instead of SR.

Resource usage : The resource consumption of vFab-C
and the failure detection mechanism is shown in Table II.
The failure detection mechanism requires only 64 bytes of
SRAM per port to store meters, with minimal consumption
of other resources. Besides, the generation rate of the echo-
request is 10Kpps, the size of the packet is < 200 bytes, thus
the bandwidth overhead is only 2Mbps per port. In summary,
the processing overhead in vFab-C is very small and has no
impact on the line-rate processing of other data packets.

V. EVALUATION

We use testbed experiments with our prototypes and large-
scale NS3 simulations [60] to evaluate vFab performance.

Fig. 11. Testbed topology.

A. Evaluation Setup

Environment : As shown in Figure 11, our testbed is
a 3-tier topology with two Pods, which contains 8 servers
(S1-S8) and 10 programmable switches. Each server has a
96-core Intel Xeon 2.50GHz CPU, 791 GB memory, and two
NICs – one SoC smart NIC with a 10G port and one FPGA
smart NIC with a 100G port. For all experiments, we set the
target bandwidth utilization as 95%. The maximum network
baseRTT is 24 μs. The default token update period is set
as 32 μs. The network topology in NS3 simulations contains
512 servers connected in a FatTree [61] with 100Gbps links.
We use 16 and 32 Core switches to set an oversubscription
ratio of 1:2 and 1:1, respectively.

Alternatives : We compare vFab to two kinds of combi-
nation of existing solutions, i.e., PicNIC′+WCC+Clove and
ElasticSwitch+Clove, since the combinations can be used for
end-to-end network performance of multi-tenant DCNs.

B. Microbenchmarks

We first run our SoC prototype in the testbed and use micro-
benchmarks to compare vFab with alternatives.

Bandwidth guarantee with work conservation : This
experiment shows how vFab and the alternatives handle inten-
sive minimum bandwidth demands. For this, a permutation
traffic pattern with different bandwidth demands is generated.
There are three classes of VFs: minimum bandwidth demand
of 1Gbps, 2Gbps, and 5Gbps, respectively. Each VF has only
one VM-pair whose source is in PoD-1 and destination is in
PoD-2, so all traffic traverses Core switches. Each host has
one VF per class, ensuring that the traffic is not bounded at
the host (1 + 2 + 5 = 8Gpbs < 10Gbps). We randomly
insert a VF every 20 ms to evaluate the convergence speed
and bandwidth guarantee properties.

Figure 12a shows that vFab achieves fast convergence when
a new VF joins in. It persistently guarantees the minimum
bandwidth demands with work conservation for all VFs via
distributed traffic admission and path migration. In contrast,
PicNIC′+WCC+Clove (Figure 12b) converges slowly when a
new VF joins in, and suffers from rate fluctuation when all VFs
coexist. Hence, it only guarantees 3 VFs’ minimum bandwidth.
ElasticSwitch+Clove (Figure 12c) guarantees bandwidth for
more VFs, but causes serious queuing in the network (Fig-
ure 12e), because ElasticSwitch uses the minimum bandwidth
demand as a lower bound of sending rate, even if the network
is congested.

Figure 12d shows the bandwidth dissatisfaction ratio,
which is the amount of bandwidth violation over the
total bandwidth demands. Both PicNIC′+WCC+Clove and
ElasticSwitch+Clove fail to meet bandwidth guarantee for
some VFs (more than 40% and 10%, respectively), because
without explicit in-network information, they are difficult to
find proper paths for VFs. On the contrary, vFab efficiently
adjusts VFs to proper paths and rapidly converges to steady
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Fig. 12. Bandwidth evolution under high load. Bandwidth dissatisfaction indicates total minimal bandwidth violation.

Fig. 13. Incast performance (bounded latency). Latency bound is calculated
via 3BDP/Cl + baseRTT .

Fig. 14. Reachability and throughput under failures.

bandwidth sharing. As a result, the dissatisfaction ratio is
mostly close to zero even when VFs continuously join.
Figure 12e shows that vFab always keeps queuing size low
even with the continuous injection of new VFs, due to its
excellent performance in terms of convergence speed.

Bounded latency : We extend the 14-to-1 incast experiment
in Case-1 with more baselines. Figure 13a shows the rate evo-
lution. vFab′ is the one without the optimization of bounding
the worst-case latency. Both vFab and vFab′ quickly react to
incast, and all VFs efficiently converge to the steady rate, while
both PicNIC′+WCC+Clove and ElasticSwitch+Clove con-
verge slowly with rate fluctuation. Figure 13b shows network
RTT measured in the experiment. PicNIC′+WCC+Clove and
ElasticSwitch+Clove have a 99th percentile RTT of 2.2ms
and 2.3ms, respectively, due to their slow reaction, while
vFab′ decreases it by 11× with feedback from the informative
core. Still, these schemes cannot bound tail latency. With
the optimization, vFab can restrain queuing and control tail
latency under the expected bound.

Resilient reachability : Since most previous work does
not take network failure into consideration, we select MPTCP
as the comparison, which is a practically deployed transport
layer protocol supporting failure recovery. Figure 14a and 14b
show the behaviors of TCP, MPTCP, and vFab during fail-
stop and gray failures, respectively. A failure happens at the
Agg-to-Core link when a VM-pair of a VF with unlimited
traffic traversing through it. During the fail-stop failure, which
lasts for 3 seconds, TCP completely stops, and MPTCP shifts
traffic to other paths after multiple RTOs. With the gray failure
of dropping 5% packets, TCP drops to about 50Mbps and
MPTCP’s throughput decreases since it cannot confidently
differentiate non-congestive loss to exclude the path. Instead,
vFab relies on the core’s explicit failure information to migrate
to a failure-free path swiftly. This case also shows that
applications can enjoy the resilient reachability on top of vFab
without porting to multi-path transports by themselves.

Fig. 15. Performance of Memcached.

Fig. 16. Application performance under network failure.

C. Application-Level Performance

We evaluate application-level performance with transparent
support of vFab, even under dynamic network situations.
We set up two tenants: one tenant creates a VF to run
Memcached, a latency-sensitive application, while the other
creates another VF to deploy MongoDB, which is bandwidth-
hungry. Memcached places 24 VMs as servers evenly over
S7-S8, and 12 VMs as clients evenly over S1-S4. MongoDB
places 24 VMs as servers evenly over S5-S8, and 24 VMs as
clients evenly into S1-S4. Each Memcached client periodically
fetches data from random servers, where the data size follows
an empirical distribution of key-value workload [62] with a
mean size of 2KB. Each MongoDB client continuously fetches
500KB data from a random DB server. Hence, the tenants
compete for bandwidth in both edge and network core. Similar
to [17], we focus on Memcached’s performance due to its
vulnerability to bandwidth contention.

Performance under normal network. vFab transparently
supports the tenants with dependable VF on bandwidth and
latency. Figure 15 shows the QPS (Query per Second) and
QCT (Query Completion Time) of Memcached requests. vFab
achieves 2.39× higher QPS and 10.8× lower tail QCT than
PicNIC′+WCC+Clove, because the latter reacts to fabric con-
gestion slowly and fails to find proper paths for different VFs.

Performance under network failure. We reproduce a
switch routing black-hole incident from a production cloud
(see §II-A). We inject a 3-second routing black-hole on
Core1 switch. Figure 15a shows vFab’s QPS is cut to half
during failures, as Core layer lost 50% capacity, by migrat-
ing victim VFs away from failed paths. However, QPS of
PicNIC′+WCC+Clove drops to about a quarter, and some
clients even encounter application crashes due to the temporary
loss of reachability. Figure 16a shows the timeline of Mon-
goDB traffic from one server. When the failure occurs, vFab
retains a predictable bandwidth from transparent path migra-
tions without triggering perceivable impact on the upper-level
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Fig. 17. Fabric dependability and overhead in 100GE.

transport and application. However, PicNIC′+WCC+Clove
cannot route around the black-hole, making MongoDB’s
throughput drop to zero. We further provide the end-to-end
transmission latency during network failure. As shown in
Figure 16b, at the moment of failure, the transmission latency
encounters a slight and temporary increase, because vFab-E
quickly recognizes the network failure and migrates impacted
traffic to other paths.

D. Hardware Performance and Scalability

We use the FPGA-based prototype to show that vFab is
capable of supporting line-rate of 100GE with small overhead.

Support 100GE network at line-rate : Figure 17a shows
that vFab scales naturally to support 100GE and ensures pre-
dictability upon traffic dynamics and failures. 7 VFs towards
S8 but with different minimum bandwidth guarantees con-
tinuously enter the network every 10 ms. vFab instantly
converges to guarantee minimum bandwidth for all VFs while
providing bounded latency during the rate transition. Sur-
prisingly, when Core1 switch fails at 90th ms, the victim
VFs cannot obtain the guaranteed bandwidth temporarily, and
vFab swiftly migrates victim VFs to other paths. Despite the
bursts and failures, vFab continuously maintains a close-to-
zero queue.

Bounded bandwidth overhead of probing : We use one
VF to generate persistent traffic to saturate the outgoing link
and measure the bandwidth overhead using probes. As shown
in Figure 17b, with the increasing number of VM-pairs,
bandwidth overhead gradually goes steady (as suggested in
§ IV-A). By setting Lw = 4KB, the upper bound of overhead
is 1.28%. Therefore, vFab can smoothly scale up to support
more VM-pairs.

E. Convergence in Large Scales

We perform simulations to show vFab’s convergence at
scale.

Convergence under highly dynamic workload: We set
a 90-to-1 scenario to show the performance of vFab under
the extreme dynamic workload. All VFs have 1Gbps min-
imum bandwidth demand and periodically switch between
fixed 500Mbps sending demands (underload) and unlim-
ited sending demands every 4 ms. Figure 18 shows that
PicNIC′+WCC+Clove suffers from great overshoot, leading
to significant under-utilization. While ElasticSwitch+Clove
quickly recovers to the minimum bandwidth demand, this
aggressive behavior worsens latency. In contrast, both vFab
and vFab′ can quickly converge to steady rate allocation. With
latency optimization, the maximum RTT of vFab is bounded
within 16μs, 27× lower than PicNIC′+WCC+Clove.

Performance under real workload: We generate tenant
VFs with random minimum bandwidth demands. The number
of VMs per tenant and the number of destinations each
VM communicates at runtime are synthesized from empirical

Fig. 18. Performance with 90-to-1 dynamic workload.

Fig. 19. Performance under real workload with 1:2, 1:1 over-subscription
network and loads of 0.5 and 0.7.

Fig. 20. Convergence and stability.

production data centers [63]. The distribution of flow size is
consistent with empirical workload [20], and the average link
loads are set to 50% and 70%, respectively. In each workload,
over 40% of flows are expected to be completed within
100μs, if the minimum bandwidth is guaranteed. We make
sure the minimum bandwidth of all VFs can be theoretically
satisfied under these loads with Silo [34]. Figure 19a shows
that the bandwidth dissatisfaction of vFab is much lower
than the baselines, especially under heavy workloads. Though
ElasticSwitch+Clove provides lower bandwidth dissatisfaction
than PicNIC′+WCC+Clove by setting sending rate not lower
than the minimum bandwidth demand, it causes higher tail
latency (Figure 19b). In contrast, vFab efficiently guarantees
the minimum bandwidth while controlling the network con-
gestion, because it can adjust sending rate and select path
accurately and rapidly. Hence, vFab achieves much better FCT
slowdown,4 as shown in Figure 19c. Further, Figure 19d shows
the tail FCT breakdown for flows with different flow sizes
under 1:1 over-subscription network and load of 0.7. We omit
other scenarios since their FCT breakdown results are similar.

F. Sensitivity Analysis

Path migration freeze window: Figure 20a and Figure 20b
shows insights on how vFab’s path migration freeze window
impacts the convergence speed. Under light workload (50%),
the whole network can converge within 500μs regardless of
the freeze window parameter. As the average load goes up
to 70%, vFab’s slow migration policy shows its advantage
especially in decreasing path migration frequency. We select

4FCT slowdown means the actual FCT normalized by the expected FCT,
i.e., dividing flow size by VM’s minimum bandwidth demand in Hose model.
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the waiting time as [1, 10] RTTs, which keeps the convergence
time low and significantly reduces the oscillation risk.

Probing frequency: We randomly generate background
traffic of 50% load, and then select 16 senders and 1 receiver
to generate incast traffic. Figure 20c shows that with periodic
probing, e.g., probe packets are sent every n RTTs, vFab has
similar convergence times with the default probing scheme,
because the stale information captured by lazy probing could
lead to an aggressive reaction in each rate control loop, which
makes the rate converge in fewer loops.

VI. RELATED WORK

The dependable virtual fabric has been an enduring research
topic. vFab is the first that leverages the informative data
plane to ensure VF dependability in bandwidth guarantee,
work conservation, bounded latency, and resilient reachability
simultaneously.

Bandwidth : Static bandwidth reservation [31], [32], [33],
[34] provides strong guarantees but with low resource uti-
lization. FairCloud (PS-P) [18] and NetShare [36] require
per VM/tenant queues for bandwidth allocation, which is
infeasible in commodity switches; Seawall [35] uses TCP-like
algorithms to dynamically allocate bandwidth. FairCloud
(PS-L/N) [18] and ElasticSwitch [15] both adopt Seawall as
their fabric solutions, while ElasticSwitch enables tenant-level
bandwidth policy rather than Seawall’s per-source, which is
important to be tenant strategy-free [18]. Edge-based solutions,
e.g., PicNIC [17], EyeQ [16] and GateKeeper [40], use end-
to-end admission control to dynamically assign bandwidth
for minimum guarantee and work conserving. However, they
require a congestion/loss-free fabric that is not practical.

Latency : Many solutions achieve low latency using queue
reduction [45], [46], [64], traffic prioritization [65], [66],
deadline-aware scheduling [67], [68], [69], in dedicated net-
works. However, those works do not directly provide bounded
latency in multi-tenant DCNs. QJUMP [29] uses priority
queuing and rate-limiting, Silo [34] uses network calculus,
and Chameleon [30] further exploits path diversity to bounded
packet delay. All above approaches are static allocation and
lack of work conservation. Based on ElasticSwitch, Trin-
ity [44] leverages priority queues to prioritize the traffic of
bandwidth guarantee over that of work conservation, thereby
achieving low latency for short flows. By contrast, vFab limits
the burst size to achieve both bounded latency and work
conservation simultaneously, with a single queue.

Reachability : FRR [23], F10 [24], DDC [25], and Share-
Backup [26] exploit local path redundancy at switches for fast
rerouting upon failure. MPTCP [27] and MPQUIC [28] distrib-
ute a single flow to multiple sub-flows to provide resilience
against network failures. Compared to those schemes, vFab
relies on edge to explicitly migrate paths upon failure within
sub-millisecond.

Informative core : Existing works leverage the network
information from programmable switches for many aspects,
such as HPCC [45] for congestion control, Clove [22] for load
balancing, NetSeer [42] and BufScope [70] for monitoring,
etc. By contrast, vFab is the first that defines the critical
information for providing dependable fabric service and builds
a dynamic-path framework with active edge and informative
core fusion.

Working with load balancing : Numerous works [20],
[22], [71], [72] aim to improve the overall network throughput

and fault tolerance with better load balancing. vFab works
with any per-flow load balancing solutions, e.g., ECMP,
since they are mostly common in today’s DCNs. We leave
how to work with other solutions, e.g., per-packet [73], per-
flowlet [20], [74] or per-flowcell [75] load balancing, as our
future work.

VII. CONCLUSION

We believe the newly available programmable data plane
is the key to solving the exceptional challenges of providing
dependable fabric in multi-tenant DCNs – vFab is such an
example. vFab constructs an dependable virtualized fabric
service via a fusion of an active edge and an informative
core. Its innovation lies in the simple and effective mecha-
nisms to make the whole network converge to the dependable
tenant-level performance (e.g., resilient reachability, guaran-
teed bandwidth and bounded latency) and high utilization
in sub-millisecond timescale. We demonstrate that vFab can
be efficiently implemented with commodity SmartNICs and
programmable switches.

APPENDIX A
THE ANALYSIS OF vFab’S THEORETICAL PROPERTIES

In this Section we review some of the theoretical back-
ground to fairness and to convergence properties of dual
congestion control algorithms.

A. Fairness

Suppose there are resources i = 1, 2, · · · , I and paths j =
1, 2, · · · , J . Let A be the incidence matrix containing only
zeroes and ones defined by Aij = 1 if resource i is used
by path j and Aij = 0 otherwise; assume each path uses at
least one resource, so that no column of A is identically zero.
Let Ci > 0 be the (target) capacity of resource i, for i =
1, 2, · · · , I , and define the vector C = (Ci, i = 1, 2, · · · , I).
A rate allocation is a vector x = (xj , j = 1, 2, · · · , J). Let
yi be the load on resource i and let y = (yi, i = 1, 2, · · · , I).
From the definition of the matrix A we have that y = Ax.
Note that the vector inequality y = Ax ≤ C is satisfied if and
only if the load on each resource is less than or equal to the
(target) capacity of the resource.

Let wj > 0, j = 1, 2, · · · , J , be a set of weights, and let
α ∈ (0,∞) be a fixed constant. The weighted α-fair allocation
x = (xj , j = 1, 2, · · · , J) is, for α �= 1, the solution of the
following optimization problem

maximize
∑

j

wj

1− α

(
xj

wj

)1−α

over x ≥ 0, Ax ≤ C. (5)

For α = 1 it is the solution of the same optimization
problem but with objective function

∑
j wj log(xj/wj), the

natural continuation of the objective function through α = 1
[76], [77].

The solution to this optimization problem takes the form

xj = wj

(∑
i

AijR
−α
i

)−1/α

(6)

where R = (Ri, i = 1, 2, · · · , I) are a set of link rates: Ri is
the rate which would be allocated to a source of unit weight
whose path went through just one resource, resource i.
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Fig. 21. Illustration of vFab’s convergence.

Note that as α→∞ the expression (6) approaches

xj = wj min
i:Aij=1

{Ri}

corresponding to weighted max-min fairness as used in §III.
The case α = 1 corresponds to weighted proportional fairness.
If w ≡ 1 then as α → 0 the expression (6) approaches the
rate allocation which maximizes the sum of rates over all
paths [76].

Max-min is the fairness criterion most commonly discussed
for communication networks, but it can place too much
emphasis on fairness over efficiency. Proportional fairness
has preferable efficiency properties in networks with routing
choices and heterogeneous loadings [78].

B. Equilibrium Rates and Convergence

Suppose now the link rates R(n) at time n are updated in
discrete time by the recursion

y(n) = Ax(n) (7)

Ri(n + 1) = Ri(n)
Ci

yi(n)
(8)

where the sending rates x are given by the expression (6).
In discrete time, with exactly one RTT needed to update the
sending rates, this corresponds to the update rule in §III-C.
An equilibrium point of the recursion (7)-(8) is exactly a
solution to the optimization problem (5).

Figure 21 illustrates the convergence of the primal control
and dual control. It only provides a rough intuition and should
not be considered a formal proof. The actual convergence
delay in both cases may vary due to the random arrivals, actual
RTT variance, etc. Figure 21a shows that the primal control of
Eqn 3 takes 2 RTTs to let the senders to learn the burst traffic
demands and thus the peak latency spike is roughly bounded
within the double of the maximum base RTT in the network.
Figure 21b shows that the dual control of Eqn 8 takes about 4
RTTs to converge. It spends first RTT to notice the traffic
bursts by computing R(t2). Then, it waits for the second RTT
for senders to piggyback R(t2) as their sending rate. After
the propagation delay of 1-2 RTTs, the switch receives all the
traffic amount dictated by R(t2) and computes the next rate
R(t5) accordingly.

The difficulty with the recursion (7)-(8) is that its con-
vergence is very sensitive to RTTs. The stability of similar

algorithms has been investigated by several authors using a
variety of simplified models [79], [80], [81], [82]. The main
insights we draw from previous work are firstly that the rate
of adaptation should be scaled to round-trip times in order
to avoid destabilising oscillations, and secondly that while
feedback based on queue size is important for dealing with
transient overloads, it is not helpful for steady state stability
when we already have feedback based on rate mismatch.
(Observe that the queue size is simply the total rate mismatch
over the random period since the queue was last empty, and
thus does not give information additional to rate mismatch.)

In HPCC [45], convergence of utilization was fast but con-
vergence to fairness was slower, since it needed to be effected
by an AIMD scheme implemented at sources. In the approach
of this paper, the parameters R = (Ri, i = 1, 2, · · · , I),
or their scaled versions, one for each resource, allow fast con-
vergence for both utilization and fairness. In the next Section
we show the importance of these parameters, and how they can
in principle be computed at the sources from measurements
made at resources and conveyed back to sources.

C. Impact of Delayed Feedback

To understand the impact of delayed feedback on stability
we review existing theoretical results.

For each i, j such that Aij = 1, let Tji be the delay from
the source of flow on path j to the resource i, and let Tij be
the return delay from resource i back to the source. Then

Tji + Tij = Tj (9)

where Tj is the round-trip delay on path j. Consider the
continuous time model

d

dt
Ri(t) = κ

Ri(t)
T̄i

(
1− yi(t)

Ci

)
(10)

where

yi(t) =
∑

j

Aijxj(t− Tji) (11)

is the aggregate load at resource i, the rate xj is given by

xj(t) = wj

(∑
i

AijRi(t− Tij)−α

)−1/α

(12)

and

T̄i =

∑
j Aijxj(t)Tj∑

j Aijxj(t)
(13)

is the average round-trip delay over all packets passing through
resource i. The equilibrium of the dynamical system (10)-(12)
is the weighted α-fair allocation and is locally stable [81] if

κ <
π

2
.

Important points to note are that the stability result does not
depend on α, i.e. which fairness criterion is used, nor on the
heterogeneity of round-trip delays, nor on the topology of the
network. The scaling in expression (10) shows that the speed
of adaptation of Ri should be inversely related to the average
round-trip delay T̄i. We do not need to know T̄i precisely,
we simply need to ensure that we can bound it above since
the condition on κ is an inequality.
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Fig. 22. Example of vFab’s token assignment.

APPENDIX B
TOKEN ASSIGNMENT

We present the algorithm to partition a VF’s minimum
bandwdith gurantee into VM-to-VM guarantees under online
traffic patterns. The algorithm solves this problem via pairwise
token assignment. The actual traffic is either bounded by
the sender’s or the receiver’s capacity. We have in total
φα tokens in both sides for minimum bandwidth guarantee
Bα

min at the VF α, where we have φα = Bα
min

Bu
and Bu is

predefined bandwidth for a unit token. On the one hand, the
sender apportions tokens across VM-pairs to fully utilize the
bandwidth and conveys the allocated token as “demand” to
the receiver. The receiver, on the other hand, responds the
demand using max-min fair sharing. We explain the details
with an example in the following.

Figure 22a shows an example of token assignment algorithm
with four VM-pairs. Initially, each sider equally distributes
φα for all active VM-pairs, so that φa1→a4 = φa1→a5 =
φa1→a6 = φα

3 and φa2→a6 = φα. The receiver uses max-
min fairing to arbitrate the incoming token demands with
responses. For example, a6 reponds φa1→a6 = φα

3 and
φa2→a6 = 2

3φα to a1 and a2 respectively.
Right now, we only talk about assignment with sufficient

traffic demand. Figure 22b shows the case where VM-pair
a1 → a4 has insufficient traffic demand of �. Each sender
keeps monitoring the actual TX rate for each VM-pair. When
a VM-pair’s actual TX rate is less than its assigned token in
last epoch, the sender redistributes the spare tokens to other
VM-pairs for work conserving. As the case in Figure 22b,
a1 redistributes the spare capacity to the remaining VM-pairs
so that φa1→a5 = φa1→a6 = φα−ε

2 . After one iteration,
VM-pair a2 → a6 would adapt to φa2→a6 = φα+ε

2 .
Our framework supports several options to redistribute

the tokens from VM-pair of insufficient demand. Elastic-
Switch [15] uses the measured demand as the guarantee and,
once satisfied, exponetially increases its guarantee to reach
fair-sharing. Here we propose another option. We assign at
least the fair-sharing token to each VM-pair even if its demand
is insufficient (Line 7 in Algorithm 1). The key point is that
it gives the VM-pair a rapid way to grow its bandwidth when
it has immediate traffic demand. In the worst case, we only
assign double the VM-pair’s token to the network in one RTT.
Thus, the bandwidth and latency are still bounded and they
should converge very fast. The full algorithm is presented in
Algorithm 1.

APPENDIX C
SUPPORT MULTIPLE UNDERLAY PATHS PER VM-PAIR

vFab supports to use multiple underlay paths for each
VM-pair and allows tenant applications to spread traffic

Algorithm 1 Token Assignment Algorithm. φα Is the Hose
Model Weight of VF α. P Is a Group of VM-Pairs Either
From Sender or Towards Receiver; Each VM-Pair Has Three
Fields: tx Is Its Actual TX Rate, φS Is Sender Assigned Token,
and φD Is Receiver Admitted Tokens
1: procedure TOKENASSIGNMENT(φα, P ) � Sender
2: Y = 0, N ′ = 0, NS = |P |, ∀p in P , p.φS = 0;
3: φ̄ = φα

NS
;

4: for each VM-pair p in P do
5: if φ̄ > p.tx

Bu
then

6: Y + = (φ̄ − p.tx
Bu

);
7: p.φS = p.tx

Bu
; � Bouned by demand but sender

still admits φ̄.
8: N ′+ = 1;
9: φ̄+ = Y

NS−N ′ ;
10: P s = Sort(P ); � Ascending on φD

11: for each VM-pair p in P s do
12: if p.φD < φ̄ and p.φS = 0 then
13: N ′+ = 1;
14: φ̄+ = ( φ̄−p.φD

NS−N ′ );
15: p.φS = p.φD; � Bounded by receiver

16: for each VM-pair p in P do
17: if p.φS = 0 then
18: p.φS = φ̄; � Redistribute unused tokens.

return P ;
19: procedure TOKENADMISSION(φα, P ) � Receiver
20: N ′ = 0, ND = |P |;
21: φ̄ = φα

ND
;

22: P s = Sort(P ); � Ascending on φS

23: for each VM-pair p in P do
24: if p.φS < φ̄ then
25: p.φD = UNBOUND;
26: N ′+ = 1;
27: φ̄+ = φ̄−p.φS

ND−N ′ ; � Redistribute unused tokens.
28: else
29: p.φD = φ̄;

30: return P ;

over them. We ensure that VM-pair token assigned from
Algorithm 1 is properly distributed onto paths, while ensuring
fairness and work conserving properties.

Algorithm 2 shows the overall procedure. To ensure fairness,
we split the total VM-pair token equally to all paths initially
(Line 3). In case some path has insufficient traffic demand,
we dynamically redistribute the spare capaity to other paths
for work conserving (Line 11). Nevertheless, we admit each
path at least a fair-sharing token even if it has insufficient
traffic demand (Line 7). This approach boosts traffic demand
growth with slightly more traffic in one RTT.

APPENDIX D
PACKET FORMAT

Figure 23 shows the probe/response packet format of vFab.
The IP header is reserved so that the switch can use IP-based
routes when bouncing probe. We use customized SR header
to enforce source routing, followed by our customized INT
header. Note that we can use standard SR-MPLS [83], but
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Algorithm 2 Multipath Token Assignment Algorithm. φS Is
Sender Assigned Token for the VM-Pair. L Is a Group of
Paths Used by the VM-Pair; Each Path in L has Two Fields:
Actual TX Rate tx and Token φ to Be Assigned
1: procedure MULTIPATHASSIGNMENT(φS, L)
2: Y = 0, N ′ = 0, NL = |L|, ∀l in L, l.φ = 0;
3: φ̄ = φS

NL
; � Ensure fairness.

4: for each path l in L do
5: if φ̄ > l.tx

Bu
then

6: Y + = (φ̄− l.tx
Bu

);
7: l.φ = φ̄; � Boost demand growth.
8: N ′+ = 1;
9: for each path l in L do

10: if l.φ = 0; then
11: l.φ = φ̄ + Y

NL−N ′ ; � Redistribute unused token.
return L;

Fig. 23. The probe/response packet format of vFab.

to reduce the length of the packet header, we simplify the SR
header. Similarly, we use the customized INT header to reduce
the bandwidth overhead of probe. The field type is used to
distinguish between probe packet, response packet and failure
notification packet. The field nHop represents the number of
hops passed by the data packet, and also indicates how many
switches’ INT information is contained in the following fields.
The field φa→b is the bandwidth token allocated for VM-pair
a → b by end host. For probe, it is the token assigned
by sender; for response, it is the one assigned by receiver.
The INT information of each hop consists of 5 fields, i.e.,
W l

a→b (Wl), φl, txl, ql and Cl. W l
a→b and Wl share the

same field, where the former carries the sending window of
VM-pair a → b traversing link l, and after it is read by
switches, the switch inserts the aggregated sending window
information represented by Wl. The field φl is the total active
tokens maintained by switch’s Bloom Filter. The last three
fields represent the network load status and network capacity.
If vFab-C detects network failure, it will insert errno field to
indicate which kind of failure happens in the network.
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